
© International Journal of Research in Engineering and Management  

 Vol. 1, No. 2, 2019, pp.18 – 27                                           www.ijrem.in  

 18  

 

SOFTWARE AS A SERVICE HAS STRONG CLOUD 
SECURITY 

           Md Haris Uddin Sharif 1, University of the Cumberlands, USA 
      Ripon Datta2, University of the Cumberlands, USA      

E-mail: haris.uddin.sharif@gmail.com  

Abstract 

In current time Cloud Computing is significant hi-tech research area in latest technology. These 
technologies give users several advantages: cost effectiveness, efficient resource utilization, 
collaboration, disaster recovery and high performance. Cloud offers services for computing on 
single mouse click. Survey was carried out in form of an online questionnaire. This research 
paper demonstrates that SsaS is more secure than other web application. SaaS is better than other 
application and SaaS is cost effective. This Research paper explores importance of SaaS for 
efficient cloud computing for the organizations and its implications. This research paper also 
discusses the importance of SaaS application architecture, functionality, efficiency, advantages 
and disadvantages. 
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1. INTRODUCTION:  

Software as a Service is a subset of distributed computing, The SaaS model depends on 

the rule that an outer IT specialist co-op works the product and the IT framework and utilized by 

the client as an administration. For the utilization of online administrations, an Internet-

empowered PC and the Internet association with the outside IT specialist organization is 

required. Access to the product is typically acknowledged by means of an internet browser. For 

use and task, the administration client pays an utilization based expense. The SaaS model in part 

spares the client the underlying and working expenses. The specialist organization expect the 

total IT organization and different administrations, for example, support and updates. For this 

reason, the IT foundation, including every authoritative assignment, is redistributed. SAAS mean 

Software as a Service in distributed computing. In which shoppers need to pay every month or 

year for permit and they don't need a server and don't have to introduce on the computer device, 

laptop [2]. 
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2. METHODOLOGY  

In this section, I present my proposed a methodology that used to define and classify the 

security patterns in Cloud SaaS [6]. As shown in Figure 1, I divide the whole process into five 

steps from security requirements identification to security pattern classification in step 5. In each 

step, existing guidelines may be used. As an example, security and risk assessment is conducted 

based on the OWASP [8], [9] guideline. 

 

Figure 1. Cloud security pattern definition process  

 

The initial step of the procedure centers on the security prerequisites for Cloud SaaS. We 

consider all the conceivable security necessities covering various angles from information and 

framework security to correspondence protection and security. Our definitive objective is to list 

all the security prerequisites required for structure the safe, trust and lawful consistence Cloud 

SaaS application. Concerning legitimate necessities, we break down various information 
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preparing prerequisites (e.g., the job and duty of information processor or individual information 

utilization control) under the extent of GDPR [5]. The result of this progression is a general 

Cloud security agenda (see Table 1) for SaaS application. These abnormal state security 

prerequisites are then utilized for surveying security and hazard in Cloud SaaS. 

 

Cloud provides enough tools for secure development, operation and administration of 

system deployed on its platform. Cloud bastion [8] is explicitly intended to withstand assaults. Its 

motivation is to give access to a private system from an outer system. For example, the Internet 

and to minimize the chances of penetration of potential attacks.  Cloud GuardDuty [9] is a 

danger location administration that consistently screens for pernicious action and unapproved 

conduct to ensure AWS records, outstanding burdens and assets. To guarantee great 

administration and accessibility of use running on Cloud, a few devices and administrations are 

in place, such as CloudWatch and WAF [10]. CloudWatch provides secure user and resources 

monitoring while WAF acts as firewall protecting application from external attacks. To prevent 

attackers from draining resources , Cloud puts in place CloudWatch [7] service to monitoring 

user, operation and the usage of resources of application deployed in the AWS platform. It has 

strong Vulnerability Management. There are some very useful software tools, developed by third 

party that can be used to find the vulnerability of application software deployed in the Cloud 

platform [6].  
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Figure 4. Cloud Saas Security patters and solutions for most popular Cloud Service AWS and 

Azure [11] 
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Regarding the cost analysis of online papers. Table 2 summarizes [13] the results, 

while Figure 5 depicts variation of average response time. Results show that bringing the service 

closer to users improves the quality of service (response time in this case). It is an expected 

effect, because users experiment less effects from Internet issues (high latency, low bandwidth) 

when they are geographically close to the application server [13]. 

  Table 2 Simulation settings and experiment results [13].
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Figure 5 Summary of experimental results [13]. 

Results also show [13] that service quality can be further improved with the application 

of load balancing in the application across data centers, which are supposed to be managed by 

different service brokerage policies, and also at virtual machine level within data centers. Levels 

of improvement achieved depend largely on the load balancing algorithms employed [13]. So, 

application of good load balancing strategies is paramount for large-scale distributed applications 

such as social networks [13]. 
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With the SaaS model, software applications are deployed on vendors’ premises prior to a 

client’s adoption. Clients do not purchase software or infrastructure (e.g. hardware and OS) 

upfront, but pay for their access to the services over time. Implementation cycle is shortened, 

since applications are already deployed on SaaS vendors’ sites. The SaaS model also allows 

extensive cost savings in operating standard business components on a large scale. Accordingly, 

firms with high cost of capital may find the SaaS model more beneficial as it enables them to 

economize on fixed capital cost by spreading the service cost over time, allows faster time to 

value, and potentially brings significant cost savings (Sharpe and Nguyen 1995). Thus, following 

production cost economics [14]. 

Data security issues in cloud-based Software-as-a-Service ERP [12] explains the success 

of cloud computing combined with the increasing pressure on organizations to respond to unique 

customer needs in the increasingly competitive business environments of today, has given rise to 

the new subscription based delivery model for ERP, also referred to as cloud-based ERP or SaaS 

ERP. This new model of ERP systems functions in the same way as a traditional on-premise 

ERP solution. The main difference is that the infrastructure (software as well as hardware and 

network connection) adopts a pay-per-use model or in other words, ERP is delivered as a service 

[15]. The ERP in a SaaS model is accessed over the Internet while the application and data is 

controlled by the cloud service provider and offered as a “ready-to-use” product to the end client 

for a monthly subscription fee [16]. 

After all aspect of discuss and analysis, I would like to recommend SaaS as a stronger 

security can be use to build modern secure application. However, it’s highly recommended to 

carefully consider as an important undivided part of Software as a Service application analysis, 

development and also for deployment are SaaS deployment model, Data security, Network 

security, Regulatory compliance, Data segregation, Availability, Backup, Identity management 

and sign-on process. 
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3. CONCLUSION  

Finally, I came to a conclusion based on Secure Development, Operation and 

Administration, Privacy and Confidentiality, Secure Architecture, Compliance and regulatory, 

Identification, Authentication and Authorization that could base Software as a service’s security 

is stronger than other type of application. The Software as a Service (SaaS) model offers clients 

noteworthy advantages, for example, improved operational effectiveness and diminished 

expenses. In any case, to defeat client worries about application and information security, 

merchants must address these issues head-on. 
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